Multi Factor Authentication (W5)

This version is superseded. Click here to view the latest quide.

PURPOSE

This document shows the steps on how to activate and deactivate multi factor
authentication for the CS Lucas system.

WHY IS THIS IMPORTANT?

This is important as MFA is a security tool to verify the user’s identity and
ensures only those authorized are the only ones to access the system.

PROCEDURE

I. Activate MFA for Android devices

Pre-requisite: You'll require permission rights “10354 Activate MFA” to activate
multi factor authentication. If you do not have permission, please contact your
administrator.

1. From the Welcome menu, click on the dropdown in View field. Choose
Password / MFA.
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2. The Welcome screen will be displayed.
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3. Click Manage MFA.

4. The Manage MFA screen is displayed. Please download and install Google
Authenticator on your mobile device. For more details on setting up the app,
click here.
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You need to install a Multi-Factor Authentication (MFA) app on your mobile device before comtinuing.

Launch the app, click on the Configure button above.

5. Click Configure.

6. The screen with instructions on activating MFA will display.


https://support.google.com/accounts/answer/1066447?hl=en/
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Step 1: Scan the OR image with your device.

Alternatively, type the configuration key in you MFPA app.
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Step 2 Enter the next two consecutive code from the MFA device.

Step 3: Click Activate button above.

7. On your mobile device, open the Google Authentication application.
8. To add a new account, choose Set Up Account from the app’s menu.
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9. To link your mobile device to your CS Lucas account:

= Using QR code: Select Scan a barcode and then point your camera at the
QR code on your computer.

= Manual Entry: Select Enter provided key and then enter the user id of
your CS Lucas account in the “Enter account name” field. Next, enter the
configuration key on your computer screen in the “Enter your key” field.
Make sure to make the key Time Based and select Add.
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10. Next, enter the 6 digits code generated from the device on your computer
screen. Enter the code in the first box. Wait for the authenticator to refresh
with a new code, enter the code in the second box. Note that 2 codes must be
entered consecutively. See screenshots below.
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Step 1: Sean the OR image with your device.

Alternatively, type the configuration key in you MPA app.
YH2CLKZHAYZCHEKN

Step 2 Enter the next two consecutive code from the MFA device.
2763356 017128

Step 3: Click Activate button above.

11. Click Activate. If your code is correct, you will see activation successful
message. If your code is incorrect, please try generating new verification
codes from your mobile devices.

12. Approve the user once MFA is successfully activated.

II. Activate MFA for iPhone

Pre-requisite: You'll require permission rights “10354 Activate MFA” to activate



multi factor authentication. If you do not have permission, please contact your
administrator.

1. From the Welcome menu, click on the dropdown in View field. Choose
Password / MFA.
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2. The Welcome screen will be displayed.
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3. Click Manage MFA.

4. The Manage MFA screen is displayed. Please download and install Google
Authenticator on your mobile device. For more details on setting up the app,
click here.


https://support.google.com/accounts/answer/1066447?hl=en/
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You need to install a Multi-Factor Authentication (MFA) app on your mobile device befare continuing.

Launch the app, click on the Configure button abowve.

5. Click Configure.
6. The screen with instructions on activating MFA will display.
7. On your mobile device, open the Google Authentication application.

8. If this is the first time you use Google Authenticator, tap on Begin Setup. To
add a new account, tap on the plus icon.
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Step 1: Scan the QR image with your device

Alternatively, type the configuration key in you MFA app.
YH2CLKZHAYZCKOKMN

Step 2- Enter the next two consecutive code from the MFA device.

Step 3: Click Activate button above.

9. To link your mobile device to your CS Lucas:

» Using QR code: Select Scan barcode and then point your camera at the
QR code on your computer.

= Manual Entry: Select Manual entry and then enter the user id of your CS
Lucas account in the “Account” field. Next, enter the configuration key on



your computer screen in the “Key” field. Make sure to make the key is
switched to Time Based and tap Done.

10. Next, enter the 6 digits code generated from the device on your computer
screen. Enter the first code in the first box. Wait for the authenticator to
refresh with a new code, enter the second code in the second box. Note that
the 2 codes must be entered consecutively. See screenshots below.
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Step 1: Scan the QR image with your device.

|4 ternatively, type the configuration key in you MFPA app.
YH2CLEZHAY ZCKEKN

Step 2: Enter the next two consecutive code from the MFA device.
FADTET 729991

Step 3: Click Activate button above.




11. Click Activate. If your code is correct, you will see activation successful
message. If your code is incorrect, please try generating new verification
codes from your mobile devices.

12. Approve the user once MFA is successfully activated.

I1I. Login with MFA

1. On the login page, sign in with user ID and password. Click Sign In.

2. The system asks for the MFA code.

Q Please enter MFA code to complete sign in.
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3. Get the code generated by Google Authenticator and enter in the system.

Q Please enter MFA code to complete sign in.
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4. Click Submit.

5. If the code is correct, you will be successfully login to the system. If the

code is incorrect, please try generating a new code from your device again.

IV. Deactivate MFA

Pre-requisite: You'll require permission rights “10355 Deactivate MFA” to
deactivate multi factor authentication. If you do not have permission, please

contact your administrator.
1. To deactivate MFA, select Set Up > User and Rights.
2. Click on the UserID to deactivate MFA.

3. The Amend User screen displays.
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4. Click Deactivate MFA. A pop-up window will appear to confirm that you

want to deactivate MFA. Click OK.
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5. This will deactivate the MFA and the next login will no longer require MFA.




Note: Deactivate MFA rights should be assigned to user administrator only so
that he/she can deactivate for all users.

Deactivating a user’s MFA does not require approval after the deactivation.
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